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Barcelona (Spain), on April 24, 2020

Do | have additional time to notify personal data
breaches and to respond to GDPR right requests during
the state of alarm?

The personal data protection regulation in the European Union (i.e. Regulation (EU)
2016/679, known as the GDPR) establishes specific deadlines for notifying personal data
breaches to the Supervisory Authority, and for responding to requests from data subjects
wishing to exercise their rights of access, rectification, restriction, erasure, objection, and
portability (hereinafter, referred to as “PLARCO Rights”). Are those deadlines affected by
the current COVID-19 State of Alarm?

DATA BREACHES

What is a personal data breach? Has an additional time been granted to
nofify personal data breaches to the
Spanish Data Protection Authority during

the State of Alarm?

A breach of security leading to the
accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or

access to, personal data fransmitted,
stored or otherwise processed.

Some potential examples would be: Loss
or theft of devices or paper documents,

theft and/or leak of data, loss of
availability, etc.

Must all personal data breaches be
notified?

No. According to the personal data
protection regulation, personal data
breaches must be nofified:

= To the Spanish Data Protection
Authority, unless the personal data
breach is unlikely fo result in a risk to
the rights and freedoms of natural
persons.

= To the data subjects, when the
personal data breach is likely to result
in a highrisk to the rights and freedoms
of natural persons.

No. The Spanish Data Protection Agency
has indicated that the suspension of
administrative deadlines, as laid out in
Spanish Royal Decree 463/2020
(legislation which declares the State of
Alarm), does not affect the obligation to
notify personal data breach
notifications.!

Nevertheless, according to the personal
data protection regulation it is possible to
carry out an inifial nofification, followed
by a complementary noftification.

What deadlines apply to personal data
protection notifications?

If a personal data breach must be
notified to the Spanish Data Profection
Authority, it must be done within 72 hours
from becoming aware of said breach.

Further, if the personal data breach must
be communicated fo data subjects, it
must be done without undue delay.

1 The Spanish Data Protection Agency's FAQs are available here in Spanish.
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DATA SUBJECT RIGHTS

What rights are we talking about?

The personal data protection regulation
recognizes the rights of data subjects to
exercise  their rights of  access,
rectification, restriction, erasure (“right to
be forgotten”), objection, and portability.

For more information on these rights, the
Spanish Data Protection Agency has
prepared infographics that are available
here (Spanish Only).

Has an additional time been granted to
respond to PLARCO Rights during the State
of Alarm?

No. The Spanish Data Protection Agency
hasindicated that the State of Alarm does
not suspend the deadlines to respond to
PLARCO Rights requests.2
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What deadlines apply to respond to such
requests?

One (1) month. The personal data
protection regulation establishes that the
Data Controllerd shall provide information
fo the data subject on actions taken on
the request without undue delay and
within one (1) month since receiving the
request.

However, this deadline may be extended
by two (2) further months if necessary,
taking into account the complexity and
number of the requests. The Data
Controller shall inform the data subject of
any extension within one (1) month since
receiving the request, including the
reasons for the delay (for example,
describing how the COVID-19 crisis affects
the Data Confroller’s activity).

Further, the Spanish Data Protection
Authority states that if it is not possible to
nofify the extension within one (1) month
due to the conditions derived from the
COVID-19 crisis, an automatic response to
PLARCO Rights requests may be set up.

2 The Spanish Data Protection Agency’s FAQs are available here in Spanish.
3 If the company receiving requests from data subjects wishing to exercise their GDPR Rights is acting as Data
Processor, it will need to follow the instructions provided by the Data Conftroller.
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