
1 2interactlaw.com/GDPRinteractlaw.com/GDPR

A GUIDE TO THE GDPR 
FOR NON-EUROPEANS
DO’S AND DONT’S FOR EVERY BUSINESS THAT 
DEALS WITH DATA OF EUROPEAN CITIZENS. 

WHAT DO YOU NEED TO DO 
BEFORE 25 MAY 2018?
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A GUIDE TO THE GDPR FOR NON-EUROPEANS 

The General Data Protection Regulation (the “GDPR”) comes into force on 25 May 2018. It is 

a European Union regulation, meaning that once it comes into force, it will have direct effect 

across the whole union. Within the EU, it will apply to any controller or processor where 

personal data is processed “in the context of its activities”, regardless of whether such activities 

take place in the EU. 

The GDPR will apply to non-EU companies dealing with personal data relating to offering goods 

or services to EU citizens, or monitoring EU citizens’ behaviour occurring within the EU. In short, 

where a business has an EU connection, it is highly likely that it will fall within the scope of the 

GDPR. 

SITUATION DOES THE GDPR APPLY?

A South African company operates in the EU by selling and 

distributing goods to data subjects located in the EU, whose 

personal data it retains

Yes

A Russian company has a website accessible by those 

located in the EU, but the ‘sign up to newsletters’ form only 

enables a Russian address to be inputted

No

An advertising agent based in India uses cookies to track 

worldwide users’ activities on search engines to provide 

more effective advertising

Yes

WHAT IS A ‘CONTROLLER’ AND WHAT IS A ‘PROCESSOR’?

A controller decides how and why personal data is processed. The processor will act on those 

instructions. The GDPR places certain requirements on processors in various ways, such as the 

requirement to maintain records in respect of personal data and related data processing. A 

certain level of legal liability will also apply to processors who are in breach of the GDPR. 
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WHAT IS PERSONAL DATA?

Any data which personally identifies a natural person. 

This includes IP addresses and browser cookies; it does not apply 

to data which identifies a company, but does include corporate 

contact details for individuals. If you hold personal data, any other 

data relating to that person or their activities is also considered 

personal data. 

Special categories of personal data (requiring extra protection) 

generally relate to protected characteristics such as health, 

political affiliation, trade union membership, sexual interests or 

orientation, ethnicity and religion. It can also include genetic data 

and biometric data as it identifies an individual. Data in respect of 

an individual’s criminal convictions also falls under such special 

categories for the purposes of the GDPR.

WHAT IS PROCESSING?

Processing is any operation or set of operations which are 

performed on personal data or sets of personal data. These can be 

automated or manual operations. The term is very wide ranging, 

and can include any of the following: 

• collecting data; 

• recording or storing, and subsequently retrieving data from 

records or storage;

• organising or structuring the data in different ways; 

• adapting or altering the data; 

• consulting in connection with the data; 

• disclosure by transmitting, disseminating or otherwise  

making the data available; and

• any other use of the data whatsoever. 

It might also include combining sets of data, automated profiling 

and erasing or otherwise destroying the data.

THE GDPR FOCUS

Individuals within the EU have the right:

1. To be informed 

Encourages transparency in respect of processing personal data, and enables data 

subjects to be clearly informed about their rights. 

2. To have access 

Enables data subjects to inspect all personal data processed in relation to them – a data 

subject’s access request must generally be responded to within a month, free of charge. 

3. To rectify data which is inaccurate or incomplete 

If a data subject satisfies certain requirements, they can require errors in the data 

processed about them to be corrected. 

4. To erase (‘the right to be forgotten’) 

Where an individual withdraws consent, or the data is no longer necessary for the 

purpose for which it was obtained, it should be deleted. 

5. To restrict processing 

This is likely only to be used where the data is incorrect or where there is an issue with 

the data processing itself. 

6. To data portability  

Data, as provided by data subjects or being processed under a contract, can be 

required to be transferred to the data subject or another controller in an accessible, 

machine-readable format. 

7. To object 

Individuals can object to direct marketing, research and statistical analysis and other 

processing of some categories of data at any time. Such specifications and exemptions 

facilitating objections to personal data processing should already be in place in each 

Member State. These include archiving purposes in the public interest, scientific or 

historical research or statistics. 
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HOW IS THE GDPR DIFFERENT FROM THE DATA PROTECTION DIRECTIVE?

The GDPR is a more robust version of data protection legislation currently in place in all EU 

jurisdictions. The significant changes are as follows:

1. Transparency and consent 

Consent to processing can no longer be assumed by inaction and must now be given 

explicitly and specifically in relation to each type of processing envisaged. 

2. Children and consent 

Parental consent is required for children under 16, unless Member States opt to set the 

age requirement for 13 to 15 year olds inclusive. “Reasonable efforts” must be made to 

verify that such parental consent is indeed valid, and from an individual who has parental 

responsibility.  

3. Regulated data 

Definitions of data have expanded so that various categories of data (e.g. cookies, 

tracking info, genetic and biometric information) are now covered. 

4. Privacy enhancing techniques  

Privacy enhancing techniques are expected to be included by design and by default – it 

is expected that personal data will be protected with end-to-end encryption and (where 

possible) pseudonymisation or anonymisation. 

5. Data processors 

Such individuals are now directly liable, both to fines and investigation by European 

data regulators and to claims (which might include group actions) by data subjects 

themselves. 

6. Supervisory authorities 

Each organisation is to be subject to a European regulatory body, even if it operates in 

more than one EU member state. Non-EU businesses processing EU citizens’ personal 

data in the context of offering goods and services and/or monitoring behaviour, must 

also select a regulator located in their main establishment of operations in the EU. 

7. Appointment of Data Protection Officers (DPO) within an organisation 

 a. It will be mandatory to appoint a DPO in circumstances where the primary  

  activities of controllers and processors entail handling large scale, regular and   

  systematic monitoring of data subjects and/or special categories of data.  

 b. The appointment of a DPO will also apply to non-EU controllers and processors  

  in the context of activities where EU citizens’ personal data is processed in the   

  process of offering goods and services, and/or monitoring behaviour. 

 c.  The DPO’s role must at least include the following activities:  

   • Being the first port of call for supervisory activities and cooperating  

   with the regulators when contact is initiated by them; 

   • Monitoring compliance with the GDPR and other relevant laws; 

   • Implementing internal data protection policies, including, but is  

   not limited to, staff training, raising internal awareness about the  

   importance of data protection and the importance of complying with the  

   GDPR and data protection auditing; and 

   • Data Protection Impact Assessments: this involves identifying and  

   assessing any privacy issues that may arise when undertaking any ‘risky’  

   new activities involving personal data. Such an assessment should be  

   done before starting any new activity, and should be updated throughout  

   the duration of a project.  

8. Record keeping of data processing activities  

it is recommended that this is also handled by the DPO as it is one of the simplest ways 

to ensure data protection compliance across an organisation. 
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IS CONSENT ALWAYS REQUIRED? 

The GDPR identifies lawful bases to process data. This means that 

under those provisions, businesses will not need to obtain consent 

from data subjects where the processing of that data is necessary 

to: 

 

• Fulfil current or anticipated contractual obligations; 

• Comply with a legal duty;

• Protect vital interests of a data subject or another individual;

• Carry out a task in the public interest;

• Pursue legitimate interests by the data controller or a third 

party, unless these interests are overridden by the interests, 

rights and/or freedoms of the data subject.

WHAT HAPPENS IF YOU BREACH THE GDPR?

The GDPR gives all individuals the right to a judicial remedy. 

The key change is that individuals may bring a claim against the 

data controller or the data processor. If you, or someone in your 

organisation, have breached the GDPR, you must follow the below 

steps:

• The data processor must notify the data controller ‘without 

undue delay’ after becoming aware of the breach;

• The data controller must notify the supervisory authority 

within 72 hours where possible, if the breach is likely to put 

individuals’ rights relating to their data at risk; and

• Inform the affected data subject(s) of the breach, if the risk 

to their data is significant.

Minor breaches, which can include a failure to report in accordance 

with the above steps, may lead to a fine of up to €10,000,000 

or 2% of the company’s total annual turnover for the preceding 

financial year, whichever is the higher value. Major breaches may 

lead to fines of up to €20,000,000 or up to 4% of global turnover 

(whichever is higher).

In addition, data subjects have the right to: 

• lodge a complaint with the supervisory authorities; 

• bring court proceedings against the controller or processor responsible for the breach 

(or the supervisory authority if they do not adequately respond to the issue); and 

• seek compensation from the controller or processor for any damage caused by a breach 

of the GDPR.

THE GDPR’S APPLICABILITY TO NON-EU DATA PROCESSORS 
AND DATA CONTROLLERS

Non-EU businesses should take particular interest in their potential obligations arising by 

virtue of the GDPR. If they have EU dealings in respect of offering goods and services to, or 

monitoring the behaviour of EU data subjects, the GDPR will apply. As such, non-EU businesses 

should invest time and resources to appoint a data representative to deal with EU-based 

matters. 

The GDPR requires written evidence from the organisation detailing that this representative 

is the official ‘face’ in respect of GDPR dealings and their role. They will act as the first port of 

call for regulatory and supervisory authorities and need to comply with any action taken to 

ensure GDPR compliance. It must be emphasised to companies that the appointment of such a 

representative does not absolve the company of its own duties and liabilities as a controller or 

processor of EU data subjects under the GDPR. 

A data representative need not to be appointed if the data processing:

• is done on an infrequent basis;

• does not include large scale handling of sensitive personal data; and

• is unlikely to pose a risk to the rights and freedoms of natural persons.

If the controller is a public authority, there is no need for a data representative to be appointed. 
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WHAT DO YOU NEED TO DO BEFORE 25 MAY 2018?

• Identify all the personal data which you process, where it is held and 

how it is processed.

• Identify and log your data flows, especially where recipients are 

located in non-EU countries.

• Review your data protection policies and data processes.

• Update your training and ensure staff are fully equipped to deal with 

the new duties imposed on them by the GDPR.

• Review your reporting standards so that you can demonstrate 

compliance with the GDPR, if required.

• Ensure you obtain explicit consent from data subjects if required, and 

establish a simple mechanism for consent withdrawal. 

• Review any notices displayed to data subjects and ensure they are 

informed of their rights.

• Review and update your contracts with data processors.

• Appoint a GDPR champion in your organisation to distribute 

information to teams and/or heads of departments.

• Brief your IT and compliance teams to ensure these changes will be 

implemented in time for the May 2018 deadline.

• Assess your insurance policies and consider whether updates are 

required for instances of a GDPR breach. Consider your liability 

exposure.

• It may be prudent to put together a standard response pack which can 

be used in response to those in the EU who raise questions about your 

GDPR compliance.

• Advise your clients accordingly and assess their current procedures 

to identify whether any additional steps need to be taken to effect 

compliance with the GDPR. 

• Note that the GPDR only comes into force in May 2018, so ensure that 

you comply with the current Data Protection Directive, which has been 

transposed differently in each Member State, and are in some instances 

more restrictive than the Directive (e.g. Italy and Belgium). 
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THE GDPR: QUESTIONS AND ANSWERS

My database contains many e-mail addresses of EU citizens, am I required to obtain their 

permission to retain their email addresses in my database? 

Yes. The contact details of an individual are considered to be personal data for the purposes of 

the GDPR. As such, you are required to obtain evidence of their explicit consent accordingly. 

I want to collect personalised details of my clients in the EU, do we need to inform them 

exactly about the purpose of our data collection?

Yes. The GDPR requires personal data processing to be fair and lawful, so transparency is vital. 

Simply and practically, this is to clearly set out the nature of the data processing activities, 

namely responses to “how, why, when, where and what”.

Data processing for my company occurs in multiple EU Member States; do all the relevant 

supervisory regulators need to be contacted? 

No. It is where the company’s main establishment is located that dictates where the lead 

authority will be. The lead supervisory authority will coordinate its decisions with other 

supervisory authorities across each Member State where the business operates. 

Is the right to be forgotten absolute? If a customer orders goods and I need his information to 

complete the order, do I have to delete that information upon request?

No, this is not an absolute right. It is possible to limit personal data processing to the extent that 

it is only used for the specified purpose and destroyed when no longer required. There may 

be a legal duty preventing data deletion, namely archiving laws requiring certain documents 

with personal data to be retained for specified timeframes. For instance, the standard retention 

period for original Wills varies between law firms, but should at least be stored for the duration 

of a client’s lifetime or upon a client’s request for it to be returned. 

How are the GDPR requirements enforced when a business has assets in the EU?

The GDPR requirements will be enforced in the same way where assets are involved in the 

EU. Assets will inevitably contain personal data (e.g. contact details of individuals tasked with 

handling EU-based bank accounts, properties, delivery of goods etc).

We do not target customers using personal data – is the GDPR still relevant to us? 

Yes. The GDPR is not solely limited to the personal data of customers – as long as personal data 

is being processed, the GDPR will be applicable. This includes, but is not limited to, HR records, 

payroll, security and access systems (e.g. CCTV), and IT systems.

What happens if a non-EU business breaches the GDPR? 

The initial step is the same as EU-based breaches and involves notifying the relevant Member 

State’s supervisory authority about the breach. For businesses located outside the EU, the 

GDPR will apply to the processing of EU citizens’ personal data

The lead supervisory authority in every Member State has a range of powers at its disposal to 

investigate breaches and to enforce sanctions in the event of a data breach. Breaches will be 

assessed in accordance with the criteria imposed by the GDPR, including the nature, gravity and 

duration of infringement. The lead supervisory authority’s powers range from warnings to fines 

and ordering the suspension of data flows to non-EU countries. 

How can I enforce a data breach against a non-EU business? 

It is currently unclear as to what the exact procedures are for foreign enforcement of the GDPR. 

However, it is expected that the particular Member State’s regulatory authority will liaise with 

overseas regulators on any enforcement action to be taken against a non-EU business. 

Ultimately, individuals have the right to seek judicial redress for the purposes of the GDPR. 

Based on the current position, aggrieved individuals may refer to local data protection laws, 

namely to seek the national court’s endorsement to bring proceedings out of jurisdiction. 

Similar to businesses in the EU, the failure of a non-EU business to be compliant with the GDPR 

by May 2018 could have serious consequences, as any data breach after this time could be 

extremely costly and may result in adverse publicity. 
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THE GDPR EXPERTS

The following people have kindly contributed to the authorship of this GDPR guidance note. 

Should you have any queries, their contact details are listed below. 

PITMANS LLP, ENGLAND     
Will Richmond-Coggan wrcoggan@pitmans.com 

Marie Evrard   mevrard@pitmans.com

LJH LINDLBAUER, GERMANY    
Christian Heimerl  christian.heimerl@ljh-law.de

POLITIS & PARTNERS, GREECE    
Emmanouil Savoidakis epolitis@egplaw.gr 

TIPP-MCKNIGHT, IRELAND     
Michael O’Connor  moconnor@tipp-mcknight.com 

COGGIATTI & ASSOCIATI, ITALY    
Monika Sardo   monika.sardo@coggiatiassociati.it 

Cristina Fonti   cristina.fonti@coggiatiassociati.it 

MACROBERTS LLP, SCOTLAND    
David Gourlay  david.gourlay@macroberts.com 

https://www.pitmans.com/people/william-richmond-coggan/
https://www.pitmans.com/people/marie-evrard
https://www.linkedin.com/in/christian-heimerl-9b1b8813a/
http://www.egplaw.gr/Emmanouil-Savoidakis.php
https://www.tipp-mcknight.com/our-people/michael-oconnor/
http://www.coggiattieassociati.it/en-staff-monika-sardo.asp
http://www.coggiattieassociati.it/en-staff-cristina-fonti.asp
https://www.macroberts.com/people/david-gourlay/
http://www.pitmans.com
http://www.ljh-law.de/en
http://www.egplaw.gr/
https://www.tipp-mcknight.com/
http://www.coggiattieassociati.it/
https://www.macroberts.com/
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ARGENTINA, ESTUDIO GARRIDO ABOGADOS
Gustavo Garrido / geg@garridolawfirm.com

BELGIUM, EVEREST
Stéphane Bertouille / stephane.bertouille@everest-law.eu

BRAZIL, MADRONA ADVOGADOS
Ricardo Madrona / madrona@madronalaw.com.br

CHILE, RODRIGUEZ ROSENDE
Eduardo Rodríguez Ugarte / eru@rodriguezrosende.cl

COLOMBIA, MUÑOZ TAMAYO & ASOCIADOS
Fernando Bermúdez Durana / fernando.bermudez@mtalegal.co 

COSTA RICA, CENTRAL LAW
Rafael Quirós / rquiros@central-law.com

CYPRUS, CHRYSSAFINIS AND POLYVIOU LLC
Stella Kammitsi / skammitsi@cplaw.com.cy

DENMARK, ADVODAN
Jens Gottlieb / jego@advodan.dk

EGYPT, LEVARI LLP
Sherif Hefni / shefni@levarilaw.com

ENGLAND, PITMANS LLP
David Archer / darcher@pitmans.com

INTERACT LAW MEMBERS (JANUARY 2018)

Should you have any queries about GDPR, are you dealing with personal data of EU-citizens? 

Don’t hesitate to contact a specialised law firm in your country:

ABOUT INTERACT LAW

Interact Law is a global network of legal expertise. Interact Law is an international referral 

network consisting of specialist legal firms who offer outstanding services and solutions to their 

clients. Interact Law has more than 30 member firms all around the globe. 

www.interactlaw.com

http://www.garridolawfirm.com/esp
http://www.everest-law.eu
http://www.madronalaw.com.br
http://www.rodriguezrosende.cl
http://www.mtalegal.co
http://http://www.central-law.com/en/
http://www.cplaw.com.cy
http://www.advodan.com
http://www.levarilaw.com
http://www.pitmans.com
http://interactlaw.com
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FRANCE, COHEN AMIR-ASLANI
Ségolène Dugué / s.dugue@caa-avocats.com

GERMANY, LJH LINDLBAUER PARTMBB
Christian Heimerl / christian.heimerl@ljh-law.de

GREECE, POLITIS & PARTNERS
Mr. Evangelos Politis / epolitis@egplaw.gr

IRAN, COHEN AMIR-ASLANI
Ardavan Amir-Aslani / a.amiraslani@caa-avocats.com

IRELAND, TIPPMCKNIGHT SOLICITORS
Ursula Tipp / utipp@tipp-mcknight.com

ITALY, COGGIATTI & ASSOCIATI
Monika Sardo / monika.sardo@@coggiattieassociati.it

LEBANON, GHANEM LAW FIRM
Elias J. Ghanem / elias@ghanemlawfirm.com

LUXEMBOURG, VANDENBULKE
Peter-Jan Bossuyt / com@vdblaw.com

MEXICO, CHACÓN & RODRÍGUEZ
Ricardo Chacón / rchacon@chro.com.mx 

NETHERLANDS, DE VOS & PARTNERS
Joris Lensink / jlensink@devos.nl

NIGERIA, AEC LEGAL
Anuoluwapo Eso / anu@aeclegal.com

PERU, ESTUDIO MUNIZ
Frank T. Boyle Yrigoyen / fboyle@munizlaw.com

PORTUGAL, ANTAS DA CUNHA
Fernando Antas da Cunha / ac@antasdacunha.pt

ROMANIA, BSMP
Ionut Bohalteanu / ionut.bohalteanu@bsmp.ro

SCOTLAND, MACROBERTS LLP
Nick Jones / nick.jones@macroberts.com

SPAIN, ECIJA
Gabriel Nadal / gnadal@ecijalegal.com

SWITZERLAND, PULVER ADVOKATUR
J. Martin Pulver / martin.pulver@pulverlaw.ch

UNITED ARAB EMIRATES, AL ROWAAD ADVOCATES
Hassan Elhais / info@alrowaad.ae, abudhabi@alrowaad.ae

US GEORGIA, TRUSTED COUNSEL
Evelyn Ashley / eashley@trusted-counsel.com

US NEW YORK, DORF & NELSON LLP
Jon A. Dorf / jdorf@dorflaw.com

ZAMBIA, P.H. YANGAILO & CO.
Pengani Yangailo / pengani@yangailo.co.zm

http://www.cohenamiraslani.com
http://www.ljh-law.de
http://www.egplaw.gr
http://www.cohenamiraslani.com
http://www.tipp-mcknight.com
http://www.coggiattieassociati.it
http://www.ghanemlawfirm.com
http://www.vdblaw.com
http://www.chro.com.mx
http://www.devos.nl
http://www.aeclegal.com
http://www.munizlaw.com
http://www.antasdacunha.pt
http://www.bsmp.ro
http://macroberts.com
http://www.ecija.com
http://www.pulverlaw.ch
http://www.professionallawyer.me
http://www.trusted-counsel.com
http://www.dorflaw.com

